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Social Communication Challenges

What have changed in last 50 years?

Connectivity — tenrs millions of people
Speed — of speakirgand-writrg light
Reliability — relativesineighbers strangers

Copyright © 2019 Anton Kolonin, SingularityNET, Aigents® 3



People involved in “social computing” monthly:
+Facebook — worldwide, — worldwide
WeChat+Baidu+QQ - in China
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World-wide social network of 7.5 billion humans,
IS accompanied with 15 billion loT devices in 2018
with many of them supplied with Al in the next years

Copyright © 2019 Anton Kolonin, SingularityNET, Aigents® 5



Governance and Reputation in Human Societies

Representative Democracy Monarchy

Anarchy

Liquid
Democracy
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Governance and Control in Computing Environments

Decentralized

Distributed Centralized

(Peer-to-Peer)
Liquid
Decentralization
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Consensus — technology to govern distributed multi-agent systems
such as blockchains or societies, resistant to takeover and scam.

Proof-Of-Work Proof-Of-Stake Proof-Of-Reputation

n
%% el

R=22 (R*V )
Force is Power: Money is Power:  Reputation is Power:
Those who own more  Those who have Those who earn a better
computing resources  more money govern reputation and a greater
govern the network. the network. long-term audience base

govern the network.
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Reputation Systems — Solving Problems
Marketplaces unfair competition, gaming ratings

News filtering Fake news, information wars
Social Networking Spam, abuse, harassment
Socio-psychological securityBroken relationships
Financial security Scam
Blockchain consensuses Consensus takeover

Democratic Governance State instability
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Reputation Systems Ingredients
Data: Principles: Results:

Ratings Liquid ranking!
Stakes Weighted ranking!

Payments Time scoping! -~ Rank
Spendings Data openness! Reputation
Reviews Code openness? Karma
Mentions Human precedence? = Social capital
o Non-anonymity?

IpS

No right to oblivion?

etc.
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«.  AIGENTS — Social Computing

N— . https://aigents.com Ethereum &
°— Steemit O
_ Golos.io %
Best friends Google+ E n
e — e (- % e (s . e (e 3 et (s VKontakte
bijj (Ll] Cz]) (L]l Cﬂ) /Max] 1,J ((Lz] Cl]) (L]l C]l)) Eacebook
Fans and followers Messengera

Fij = ((Lji*+Cji /(1 +Ljj+Cjj ))IMaxj=1  (Lji+Cji )/(1+Ljj+Cijj ) Slack | 4t

Telegramn
Like and comment me
'ij B (Lji+Cjz’) / ManzJ,J (Lji—l_Cji)

Authorities and opinion leaders
Ajj= ((Li+Cip/(1+L;i+Cj; ) | Maxj=] j ((Ljj+Ci)/(1+Lji+Cji))

Liked by me Explanation:
[ — user being primarily explored
'ij = (L..+C..) /Max._ (L."‘C..) j — other user in context of i
] y j=1J y y el 99 . :
. Lj; — “likes” by user j to posts by i
My karma by periods Cj; — comments by user j to posts by i
Kip=5 y (Lji+ C] i) / Maxt:],T Y y (. Lﬁ-|— C/ l_) I —avoiding division by zero
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Social Networking: Helping community to understand opinion
leaders and news agenda makers, helping leaders to understand
audience (demonstration example, not real data).

Aigents Custom Graph Demo L%
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Social Networking: Helping community members to understand
themselves better and perform more efficiently online — using
tracks in social networks and online resources, capture interests,
relationships, communication patterns and social structures.

& /’
- ._ | \ ; S oy
Social type: Social type:
follower peer
Social type: Social type:
opinion leader ek connector
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Social Networking:
Finding opinion
leaders in social

networks with
https://aigents.com/.
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Collaborative News Filtering with Aigents:

‘**  Monitoring web pages and extracting
textual information with account to
Personal and Social relevances

(@ & | https:/ /aigents.com c | (Q search

#Aigents * Topics @Sit ews ®Friends . h BChat .
igents * Topics @SitesNews ®Friends ~-Graph BCha - o recictration & <1 f

2°)
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a
-
»
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e
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clapper was one of four top security and intelligence officials who put their names behind a january 6 report that said russian president vladimir put
behind a complex effort of hacking and misinformation to influence the 2016 election in trump's favor
http://www.digitaljournal.com/news/world/hollywood-stars-ex-spies-launch-russia-investigation-campaign/article/502876

[|today
e sections business markets world politics tech commentary breakingviews money life pictures reuters tv discover thomson reuters financial go

solutions legal reuters news agency risk management solutions tax & accounting blog: answers on innovation @ thomson reuters directory of
contact support featured shock tactics the garage science behind tasers immigration policy trump administration red tape tangles up visas for

foreigners
http://www.reuters.com/theWire

5 the more intense scrutiny comes after president donald trump called for a review of the controversial program
_ http://www.reuters.com/video/2017/09/20/red-tape-ties-up-h-1b-visas-for-skilled?videold=372572112&videoChannel=1

™ yesterday

and is examining any financial entanglement between russia and president trump his associates
http://fwww.nytimes.com/

™2017-09-14
E president trump came under sharp attack on thursday for appearing to set aside a border wall fight while reaching a deal on daca immigrants

http://www.nytimes.com/

#2017-09-10
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() singularityner . Marketplaces and

https://singularitynet.io fOr Products and Services:
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() DingulantyNET — Weighted Liquid Rank
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Alaorihm 1 Werttad Liotig Rank feriBinad version 7. do normalization of the sum of the muliplications
g g g (Simp ) per ratee to range 0.0-1.0, get differential_ranks

Inputs: _ o : 8: do blending of the old_ranks known at the end of

1) Volume of rated transactions each vglth flnanmz_ﬂ previous peiod with differential_ranks based on

value of the purchased product or service and rating parameter of conservatism, so that new ranks =

value evaluating quality of the product/service, (old_ranks*conservatism+N*(1-differential_ranks)),

covering specified period of time; using decayed value if no rating are given to ratee

2) Reputation ranks for every participant at the end of during the period

the previous time period. 9: do normalization of new_ranks to range 0.0-1.0

Parameters: List of parmeters, affecting computations  10:return new_ranks

- default value, logarithmic ratings, conservatism, ® ;- default initial reputation rank;

decayed value, etc. T D R

Outputs: Reputation ranks for every participant at the iR % g s gl

Al AT LS PRV LIME FoRed. ool oot i oot e

1. foreach of transactions do period;

2:  let rater_value be rank of the rater at the end of B et st i i
previous period of default value G et e i et

J: let rating_value be rating supplied by _ stk epuisiin ey spolit b 011 v
trasaction rater (consumer) to ratee (supplier) ratings; _ o

4: let rating_weight be financial value of the G- sl s e 5
transaction of its logarithm, if logarithmic ratings Ve et
parameter is set to true v e et S

N sum rater_value*rating_value*rating_weight for True the reputation system translates original
every ratee i1 2103 10 el gl Akl

6: end foreaCh range 0.25-1.0 to the interval 0.0-1.0.

® UpdatePeriod — the number of days to update
reputation state, considered as observation period
for computing incremental reputations.
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Real Pain: Resist Reputation Gaming

Amazon items with the highest % of fake reviews

Percent of total reviews identified as ‘untrustworthy’ by
ReviewMeta’s analysis tool (overall average = 11.3%)

Headphones m 51%

Cell phone accessories 1 63%
Business books 80%

Pest control m 82%

TV & video m 82%

Romance books m 82%

Security & surveillance m 84%
Self-help books m 84%
Computer accessories 85%
GPS m 85%

Data via ReviewMeta; Limited to cats with 260k+ reviews
* Fake = simplified term for untrustworthy «HUSTLE
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) SingularityNET Marketplaces and
( https://singularitynet.io fOr Products and Services:

Reputation System AR Good Bad Good2Bad MVR Bad/Good2Bad LTS PFS

None 2 42845 5164 2036 8.3 2.54 4.8% 39%

Expected summary for Reputation System usability with no Liquid Rank, where reputaion of the raters can not be accessed
(based on "10 agents operating during 10 days with FR=4 (fairness ratio), TR=1, AR=2,10,20, supliers=50%, consumers=50%"):
1) MVR below 10 - better not use any reputation system at all

2) MVR above 10 - A MUST to use "Weighted Rank" based reputaion system

3) For MVR below 10 - need to find way to access reputation of the raters
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Reputation System for

Marketplaces:

Scam Reputation Loss to Profit from LTS Relative PFS Relative No reputation system: participants are
Period System Scam (LTS) Scam (PFS) Decrease Decrease making decisions relying only on their
2 = own memories and not referring to any
182 No 2.4% 44% reputation system.
o o 0 Regular reputation system: standard
182 Regular 2.7% 49% -13% -13% version of reputation system. Does not
182 Weighted 2 3% 42% 2%, 3% take into acc_ount any factors other than
values of ratings that consumers make
182 TOM-based 1.4% 30% 41% 31% to suppliers.
Weighted reputation system: When
182 SOM-based 2.2% 40% 8% 7% considering ratings as regular reputation
o o system does, accounts to financial
92 No 3.0% 54% values of transactions between
g2 Regular 3.5% 65% -19% -20% participants so that rating values are
_ weighted by costs of transactions that
92 Weighted 2.8% 52% 5% 4% are rated.
TOM-based reputation system: In
92 TOM-based 1.7% 36% 43% 33% addition to weighting ratings with
financial values per-transaction, weights
92 SOM-based 2.6% 47% 13% 12% the ratings based on the rater’s time on
30 No 3.9% 73% the market (TOM) as a “proof-of-time”.
: That is, the raters (buyers) are implicitly
30 Regular 4.7% 86% -19% -18% rated based on how long have they been
= . = = - on the market. So, rating by buyer with a
30 Weighted = By 59% 17% 19% longer history influences reputation of a
seller more than the one made by rater
30 TOM-based 1.5% 31% 63% 58%|  with shorter history. d
30 SOM-based 1.5% 27% 63% 63% SOM-based reputation system: In
- addition to weighting ratings with
10 No 4.4% 81% financi_al values per-transaction, w_eights
the ratings based on rater’s spendings
10 Regular 4.7% 88% -T% -8% on the market (SOM) as a “proof-of-
" burn” value. That is, the raters (buyers)
10 Weighted 3.0% 54% 33% 33% are implicitly rated based on how much
i ) 0 o o they spend on this market. So, rating by
10 TOM-based 0.2% 3% 96% 96% buyer with a lot of spendings influences
10 SOM-based 0.3% 6% 93% 93% reputation more than the one made by
rater with smaller spendings.
opyri nton Kolonin, Singulari , Aigents
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Reputation System for
Marketplaces against Reputation Gaming

Reputation System Type :OMU LTS BSL SGP
None 0.99 0.01 0.06 0.83
Regular 0.97 0.03 0.08 1.11
Weighted 0.99 0.01 0.03 0.37
TOM 0.99 0.01 0.03 0.36
SOM 0.99 0.02 0.03 0.46
Anti-biased 1.00 0.00 0.02 0.25
Predictive 0.99 0.01 0.03 0.40
Vendor Impact 0.99 0.01 0.03 Q37
BSL SGP LTS
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Table and charts presenting performance
of financial metrics for different
reputation systems using adaptive
simulation. The charts show a 95%
confidence interval for the highest and
lowest the true values could be (had we
repeated the simulations indefinitely).
Compared results between “Regular”
and “Weighted” reputation system,
TOM/SOM (time/spendings on the
market) based ones, “Anti-biased”,
“Predictive” and “Vendor Impact”
reputation system. The optimisation was
targeting to make OMU (Organic Market
Utility) higher and making the other
metrics such as LTS (Loss to Scam),
BSL (Buyers Satisfaction Loss), SGP
(Seller Gaming Profit) lower.

Use of “Regular” reputation system
makes all financial metrics instantly
worse than in the case when no
reputation system is used at all - just
because of the reputation gaming
redirecting the market to the dishonest
providers increasing their profits (SGP),
decreasing the volume of honest market
(OMU) and causing losses for buyers
(LTS and BSL). We can also see than
most ot the reputation system
configurations, such as “Anti-biased”,
Weighted, TOM, “Predictive”, and
“Vendor Impact” improve the financial
metrics. The LTS column shows that the
best “Anti-biased” reputation system
configuration reduced the total market
volume spent on scams to zero making
the OMU approached 1.00, rounding to
the first two decimal places.
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Using Reputation System for protection from scam identifying dishonest suppliers.
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Ranks of Suppliers, dishonest Supplier (including alias) in red and honest suppliers in blue
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Financial Security: Making sense of financial ecosystem, cash
flows and transaction patterns in blockchains such as Ethereum.

#Aigents * Topics @Sites{B)News ®Friends ~.Graph BChat . 3. o 'ﬂ"]
bl AHTOH KonoHHH d b

Input peer name to search
,2;?% connectivity === month @ E n m D ;‘

(=== (0% similarity °“‘f EEEEE .
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Financial Security: Making sense of complex socio-financial network
dynamics based on synergy of financial, textual and emotional
interactions in distributed online platform such as Steemit.

ta
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3
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dreemsteem M3
o o

o

Bothv .
45

Copyright © 2019 Anton Kolonin, Aigents®



Financial Security: Evaluate trustworthiness and its dynamics
for anonymous accounts in open public networks based on
reputations computed on explicit and implicit rating data.

Reputation ranks in Steemit blockchain on
\ combined social and financial interactions
over time period

A
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Socio-psychological Security: Encouraging users to conduct positive
and effective communications with partners while guarding users
from being manipulated themselves or being offensive to others.

#Aigents * Topics GSiteseﬂews @Friends BChat

| connect my “virtual
agent” to my social
networks and |
communication
channels and let it

learn about my e _—~

partners and
preferences.. s

_s://lenta.ru/

Ok, let me know - where
can | get that information?

u My email

u My text messages

e d

a My Web navigation
u My Web search

E My Facebook n
u My Google+ H

u My Twitter L4

™ My VKontakte  bd
E My Steemit D))

[o][0F] :.“
BA 0 et
“Agent” extracts information from
networks and online communications
automatically, analyses all posts,
comments and messages and alerts
once there are important messages
<oy COMING IN Or out — encouraging and

means of

positive or manipulative and offensive.
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[Itoday
i encourage all of you to use your
changes here at home as well. . i

[ nn

I} |
not all feel the same way about thejgWeodpecker
http://www.reuters.com/article/newsOne/ig

[lyesterday
facebook ceo mark zuckerberg fa

red herring that betrayed a lack of |l /' Jce
https://www.wired.com/2017/02/trump-tec il |McLane,

™ yesterday
Okay, Aigents now can be accessib
capability to retrieve reports on pe
configure contents of the reports
personal Aigent living at https://ai¢
Web user interface) in two alterna

httne: /fwnann meceannar ram/t/aine
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Reputation systems and liquid
democracy may become key elements
IN human-computer environments

Anton Kolonin
akolonin@aigents.com

Y% Novosibirsk
State

- %t
_ | —a
o
*THE REAL SCIENCE

IHeart

x ) .
Zkylos p S SingularityNET
AIGENTS ™ ( https://singularitynet.io
https://aigents.com @

> tias ==
R ¢ -O cisco
[ravelChain @1.{ HUAWE!

Copyright © 2019 Anton Kolonin, SingularityNET, Aigents® 28



mailto:akolonin@aigents.com
https://singularitynet.io/
https://aigents.com/

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28

